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3Service agentless::recommendation

Instances eBPF Profiling

eBPF Profiling support services written in C, C++, Golang, and Rust. SkyWalking Rover provides this profiling capability.

eBPF Profiling

Task List Al x 2022-06-07 09:47:16 ~ 2022-06-07 09:52:21

ON_CPU: mesh-envoy El

=
2022-06-07 09:47:13 2022-06-07 09:57:13 Click to select processes

Symbol: Envoy::Network::Connectionlmpl::onFileEvent(i
Dump Count: 6

Percentage Of Selected: 7.595%

Percentage Of Root: 7.595%




| eBPF Network Profiling

Envoy Proxy Envoy Log Network Profiling )

Network Profiling

Task List
2022-08-30 16:10:08 2022-08-30 17:20:08 QE
2022-08-30 15:37:19 2022-08-30 16:17:19 B
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‘ﬂ Detect Point: CLIENT
Type: HTTPS
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. .
Tracing Plugins
The following plugins provide the distributed tracing capability, and the OAP backend would analyze the topology and metrics based on the tracing data.

¢ HTTP Server
o gin : Gin tested v1.7.0 to v1.9.0.

o http : Native HTTP tested go v1.17 to go v1.20.
o go-restfulv3 : Go-Restful tested v3.7.1 to 3.10.2.
o mux : Mux tested v1.7.0 to v1.8.0.
o iris :lris tested v12.1.0 to 12.2.5.
o fasthttp : FastHttp tested v1.10.0 to v1.50.0.
o fiber : Fiber tested v2.49.0 to v2.50.0.
¢ HTTP Client
o http : Native HTTP tested go v1.17 to go v1.20.
o fasthttp : FastHttp tested v1.10.0 to v1.50.0.

* RPC Frameworks
o dubbo : Dubbo tested v3.0.1to v3.0.5.

o kratosv2 : Kratos tested v2.3.1to v2.6.2.
o microva : Go-Micro tested v4.6.0 to v4.10.2.
o grpc :gRPC tested v1.55.0 to v1.57.0.
« Database Client
o gorm: GORM tested v1.22.0 to v1.25.1.
= MySQL Driver
° mongo : Mongo tested v1.11.1 to v1.11.7.

o sql : Native SQL tested go v1.17 to go v1.20.
= MySQL Driver tested v1.4.0 to v1.7.1.

¢ Cache Client
o go-redisv9 : go-redis tested v9.0.3 to v9.0.5.

Metrics Plugins

The meter plugin provides the advanced metrics collections.

e runtimemetrics : Native Runtime Metrics tested go v1.17 to go v1.20.

Logging Plugins
The logging plugin provides the advanced logging collections.

e logrus : Logrus tested v1.8.2 to v1.9.3.
e zap : Zap tested v1.17.0 to v1.24.0.
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Healthy

Current Depth 2
Success Rate < 95% and Traffic > 1 calls / min

9 9 9 9 9 9
\ 3 A N N ol

User agen{::songs agent::gateway agent::app agent::frontend agent::ui

b4 @

agent::recommendatio... 10.100.201.73:61616

9

localhost:-1
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$Service agent::songs m

ID: 1064f23a-6eac-4812-a7cd-5d9a84d944cl
Name: Alarm

Event Type: Error

Start Time: 2022-08-30 16:46:16

End Time: 2022-08-30 16:51:16

5:46 16:47 16:48 16:49 | Message: Alarm caused by Rule service_resp_time_rule |16:55 16:56 16:57 16:58 16:59 17:00 17:01

Alarm

17:02 17:03 17:04 17:05 17:06 17:07 17:08 17:09 17:10 1
Service: agent::songs
Tue 30 August
Overview Instance Endpoint Topology Trace Trace Profiing ~ eBPF Profiling Log E]
Service Apdex Success Rate Service Load (calls / min) ®
0.99 100.00 % 11.00calls / min
Service Avg Response Time (ms) Service Apdex Service Response Time Percentile (ms) Service Load (calls / min) ®

® P50 P75 P90 @ P95 @ P99

W v




I Trace and Metrics Association

Query Order =@®

Famres - ratinn \/'n~rah A nano B
1ags. guration vocabuiary page g

Query Conditions
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Service Avg Response Time (ms)
210 !
182:68-~-~========pemmmemmmreee e s e e ————
150 '\ Association Metrics
120 |
I .
90 1 View Related Traces
I
60 l ‘
|
30 l \._’-\ I \
0 l
15:32 15:36 15:40 15:44 15: 16:60 52 15:56 16:00
11-28 11-28 11-28 11-28 11- 11-28 28 11-28 11-28

1 Status: ALL /homepage
= Queny OrdeERY. DURKTION | 3dt9306-66d1-4261-a47b-814720501141 E
DMepage Minimum Duration: 181

WCZIUEE 20220 Maximum Duration: Infinity

STeug 2022-11-28 15:50:29  ([BIEIEN 1784 ms

[ O agent:.ui ][ O agent:frontend ][ QO agent::app |[
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ual Cache and MQ

Virtual-Cache-Service

$Service GuavaCache-local

General Service

Access Avg Response Time (ms) Access Successful Rate (%) Access Traffic (calls / min) Access Latency Percentile (ms)

Service Mesh ®P50 ®P75 P90 @ P95 @ P99

Functions

Kubernetes

Infrastructure

Browser

Read Avg Response Time (ms) Read Successful Rate (%) Wite Avg Response Time (ms) Wiite Successful Rate (%)

Database

Self Observability - I

Dashboards |\

Virtual-MQ-Service

Alerting

Skywalking)

$Service 10.108.1.164:61616
Settings

|! General Service

Read Traffic (calls / min) Read Latency Percentile (ms)

@® P50 ® P75 © P90

Services

Virtual Database

Virtual Cache

Service Mesh
Slow Read Command (ms)

Produce Traffic (calls / min) Produce Access Successful Rate (%)

Functions

Kubernetes

Infrastructure

Browser

Gateway

Database

)

Self Observability

: Consume Successful Rate
Transmi

on Latency (ms)
Dashboards

@ Alerting queue-songs-ping ~ 39721.32 ~ 7419

® P50

APACHE ¢ SkyWalking
CHINA

2023

SUMMIT

SHANGHAI

2022-09-20 15:23 ~ 2022-89-20 15:53 UTC+0:0 Q ©

2022-12-02 21:05 ~ 2022-12-02 21:35 UTC+0:0 Q @

P75 P90 P95 @ P99

PN

Consume Traffic (calls / min) Produce Successful Rate (%) Produce

alls / min)

~ 5.03 ~ 6774 ~ 342
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rules:
endpoint_pércent_rﬁle:
expre;sion: sum((endp&iﬁt_sla / 100) < 75) >= 3
pe?iod: 10

silence-period: 10
message: Successful rate of endpoint {name} is lower than 75%
tags:
level: WARNING
service_percent_rule:
expression: sum((service_sla / 100) < 85) >= 4

include-names:
- service_a
- service_b
exclude-names:
- service_c
period: 10
message: Service {name} successful rate is less than 85%
service_resp_time_percentile_rule:
expression: sum(service_percentile{_='0,1,2,3,4'} > 1000) >= 3
period: 10
silence-period: 5
message: Percentile response time of service {name} alarm in 3 minutes of last 10 minutes, due to more than one condition of p50 > 1000, p75 > 1000, p90 > 1000, p95 > 1000, p99 > 1000
meter_service_status_code_rule:
expression: sum(aggregate_labels(meter_status_code{_='4xx,5xx"'},sum) > 10) > 3
period: 10
count: 3
silence-period: 5
message: The request number of entity {name} 4xx and 5xx status is more than expected.
hooks:
- "slack.customl"
- "pagerduty.customl"
comp_rule:
expression: (avg(service_sla / 100) > 80) x (avg(service_percentile{_='0'}) > 1000) == 1
period: 10
message: Service {name} avg successful rate is less than 80% and P50 of avg response time is over 1000ms in last 10 minutes.
tags:
level: CRITICAL
hooks:
- "slack.default"
- "slack.customl"
- "pagerduty.customl"
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$Service agentless::app $Servicelnstance app-deployment-76867d57d4-28s7x
Overview Envoy Proxy Envoy Log Pod Log
app From 30 minutes ago -- Now {

19 [app] [96mAlso, the author of core-js ( [94m https://github.com/zloirock [96m) is looki
20 [app]

21 [appl

22 [app] > core-js@3.19.1 postinstall /app/ui/node_modules/core-js

23 [app] > node -e "try{require('./postinstall')}catch(e){}"

24 [app]

25 [app] [96mThank you for using core-js ( [94m https://github.com/zloirock/core-js [96
26 [appl

27 [app] [96mThe project needs your help! Please consider supporting of core-js: [Om

28 [app] [96m> [94m https://opencollective.com/core-js [@m

29 [app] [96m> [94m https://patreon.com/zloirock [@m

30 [app] [96m> [94m https://paypal.me/zloirock [@Om

31 [app] [96m> [94m bitcoin: bclglea7544qtsmj2rayg@lthvza9fau63ux@fstcz [Om

32 [appl

33 [app] [96mAlso, the author of core-js ( [94m https://github.com/zloirock [96r

34 [app]

35 [appl

36 [app] > core-js-pure@3.19.1 postinstall /app/ui/node_modules/core-js-pure

37 [app] > node -e "try{require('./postinstall')}catch(e){}"

38 [appl

39 [app] [96mThank you for using core-js ( [94m https://github.com/zloj

40 [app]

41 [app] [96mThe project needs your help! Please consider supportir

42 [app] [96m> [94m https://opencollective.com/core-js [Om

43 [app] [96m> [94m https://patreon.com/zloirock [@m

44 [app] [96m> [94m https://paypal.me/zloirock [@m

45 [app] [96m> [94m bitcoin: bclglea7544qtsmj2rayg@lthvza®
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$Service mysql:mysql-service-deployme

MySQL Uptime (day) Max Connections Innodb Butfer Pool Size (MB) Thread Cache Size

0.06 151.00 128.00 9.00

Current QPS

Current TPS Commands Trend $Service postgresql:ipsql:5432
t |
© meter-mysal ghared Buffers (VB) Effective Cache (GB) Seq Page Cost Random Page Cost Meax Worker Processes
128.00 4.00 1.00 4.00 8.00
Max WAL Size (GB) Maintenance Work Mem (MB) Max Parallel Workers Work Mem (MB)

1.00 64.00 8.00 4.00
Connects Threads Connection Errors

@ meter_mysql_connects_available  meter_mysql_cor 4 1/2 P @ meter_mysql_threads_cached @ meter_mysql_thread 4 1/4 P @ meter_mysql | " etched Rows Trend (rows per second)

Inserted Rows Trend (rows per second) Updated Rows Trend (rows per second) Deleted Rows Trend (rows per second)

postgres templateO templatel postgres templateO templatel postgres templateO templatel postgres template0 templatel

Returned Rows Trend (rows per second) Rolled Back Transactions Trend (per second) Committed Transactions Trend (per second) Conflicts Trend (per second)
postgres template0 templatel postgres template0 templatel postgres templateQ templatel postgres templateO templatel




AWS Infra - S3, EKS, DynamoDB 2023 | ey

AWS_S3-service 2023-02-18 20:41 ~ 2023-02-18 21:11 UTC+0:0 Q

$Service aws-s3-buckets::s3-testy -

Downloaded (KB) : Uploaded (KB) : 4xx Count : 5xx Count

|
)

Request Average Latency (ms) : First Byte Average Latency (ms)

=

All Request Count Get Request Count

Put Request Count Delete Request Count

= =
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] Zipkin Alternative Server and Lens UI 2023

Mesh-Root

Zipkin

Q Find a trace

10 Results
Root
v grafana.default: oap.default.svc.cluster.local:9090/*

elasticsearch-es-master- elasticsearch-es-

nodes.default: http.default.svc.cluster.local:9200/*

elasticsearch-es-master-
nodes.default:

elasticsearch-es-
http.default.svc.cluster.local:9200/*

grafana.default: oap.default.svc.cluster.local:9090/*

elasticsearch-es-master-
nodes.default:

elasticsearch-es-
http.default.svc.cluster.local:9200/*

EXPAND ALL

a few seconds
ago

a few seconds
ago

a few seconds
ago

a few seconds
ago

a few seconds
ago

APACHE ° SkyWalking
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X ENGLISH v &

& RUN QUERY

COLLAPSE ALL Service filters
Start Time Spans < Duration

(03/09 1 14.902ms
11:58:21:014) :
(03/09

1 3
11:58:21:442) 18:2380ps
(03/09

1 425
11:58:19:841) o ms
(03/09

1 44
11:58:21:003) g 40ms
(03/09 1 8.086ms
11:58:19:925) i

2023-03-09 11:28 ~ 2023-03-09 11:58 UTC+0:0 Q @

©® V)

Search by trace ID

Qv

SHOW

SHOW

SHOW

SHOW

SHOW
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88 SkyWalking / General Service v < B & (@ Last15minutes
Q Service  agent:songs v Service Instance  651db53c0e3843d8b9c4c53a90b4992a@10.4.0.28 ~ Endpoint  GET:/songs/top v
< v Service

S Service Apdex Success Rate Service Load

5 | UU % 9 c/m

Service Avg Response Time Service Apdex Service Response Time Percentile Service Load

800 ms 20 ¢/m
1.00 f

\ 600 ms
0.99 / 15¢/m

400 ms
0.98 10 ¢/m
57 200 ms y
& | v
. J ‘k—./*\, 5c¢c/m
Oms = 0ms ¢—s o—b=8—2 s o o +—S=o=b=0—0

08:50 08:55 09:00 08:50 08:55 09:00 08:50 08:55 09:00 08:50 08:55 09:00
== { name__="service_resp_time", layer="GENERAL', sco == { name__="service_apdex’, layer="GENERAL', scope=" == P50 == P75 == P90 == P95 == P99 == {_name__="service_cpm’, layer="GENERAL’, scope="S

~ _—— =
. -

Success Rate Message Queue Consuming Count Message Queue Avg Consuming Latency
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@ N Signin

Home > Dashboards > skywalking > Log &g & O Last15minutes v Q

Service = agent::songs v Service Instance ~ All v Endpoint  All v Endpoint Keyword r Endpoint Limit = 100 v Trace Id € KeywordOfContent
ExcludingKeywordOfContent

Logs

|> 2023-09-01 100:41. [TID:ca25184e-a59a-47a2-ab90-465f36b87485] [XNIO-1 task-1] INFO o.s.web.servlet.DispatcherServlet -Completed initialization in 4 ms
|> 20623-09-01 100:33. [TID:N/A] [main] INFO o.a.s.s.s.s.SongServiceApplication -Started SongServiceApplication in 17.956 seconds (JVM running for 29.52)
> 2023-09-01 :00:33. [TID:N/A] [main] INFO o.s.b.w.e.undertow.UndertowWebServer -Undertow started on port(s) 8@ (http)
> 2023-09-01 :00:32. [TID:N/A] [main] INFO org.jboss.threads -JBoss Threads version 3.1.0.Final

2023-09-01 :00:32. [TID:N/A] [main] INFO org.xnio.nio -XNIO NIO Implementation Version 3.8.4.Final
2023-09-01 :00:32. [TID:N/A] [main] INFO org.xnio -XNIO version 3.8.4.Final
2023-089-01 :00:32. [TID:N/A] [main] INFO io.undertow -starting server: Undertow - 2.2.12.Final ©
2023-09-01 :00:32. [TID:N/A] [main] INFO o.s.b.a.e.web.EndpointLinksResolver -Exposing 1 endpoint(s) beneath base path '/actuator
2023-09-01 :00:31. [TID:N/A] [main] WARN o.s.b.a.o.j.JpaBaseConfiguration$JpaWebConfiguration -spring.jpa.open-in-view is enabled by default. Therefore, database queries may be performed during view rendering. Explicitly configure spring.jpa.ope
2023-09-01 :00:29. [TID:b291305e-eddb-47ee-9f89-dc74a6ed2381] [XNIO-1 task-2] INFO o.a.s.s.s.s.c.SongController -Listing all songs
2023-09-01 :00:29. [TID:b291305e-eddb-47ee-9f89-dc74a6ed2381] [XNIO-1 task-2] INFO o.a.s.s.s.s.c.SongController -Listing top songs
20623-09-01 100:26. [TID:N/A] [main] INFO o.s.o.j.LocalContainerEntityManagerFactoryBean -Initialized JPA EntityManagerFactory for persistence unit 'default
2023-09-01 :00:26. [TID:N/A] [main] INFO o.h.e.t.j.p.i.JtaPlatformInitiator -HHH@00490: Using JtaPlatform implementation: [org.hibernate.engine.transaction.jta.platform.internal.NoJtaPlatform]
2023-09-01 :00:25. [TID:N/A] [main] INFO org.hibernate.dialect.Dialect -HHH@804008: Using dialect: org.hibernate.dialect.H2Dialect
2023-09-01 :00:24. [TID:N/A] [main] INFO o.h.annotations.common.Version -HCANN@@BOO1: Hibernate Commons Annotations {5.1.2.Final}
2023-09-01 :00:24. [TID:N/A] [main] INFO org.hibernate.Version -HHH@@0412: Hibernate ORM core version 5.4.32.Final
2023-09-01 :00:23. [TID:N/A] [main] INFO o.h.jpa.internal.util.LogHelper -HHH@@0204: Processing PersistenceUnitInfo [name: default]
2023-09-01 :00:23. [TID:fa4ff44da0154fad985bbc768fba8426.1.16935840227410001] [main] INFO com.zaxxer.hikari.HikariDataSource -HikariPool-1 - Start completed.
2023-09-01 :00:22. [TID:fa4ff44da0154fad985bbc768fba8426.1.16935840227410001] [main] INFO com.zaxxer.hikari.HikariDataSource -HikariPool-1 - Starting..
2023-09-01 sA024 [TID:N/A] [main] INFO o.s.b.w.s.c.ServletWebServerApplicationContext -Root WebApplicationContext: initialization completed in 4644 ms
2023-09-01 :00:21. [TID:N/A] [main] INFO io.undertow.servlet -Initializing Spring embedded WebApplicationContext
2023-09-01 :00:21. [TID:N/A] [main] WARN io.undertow.websockets.jsr -UT826010: Buffer pool was not set on WebSocketDeploymentInfo, the default pool will be used
2023-09-01 100:206. [TID:N/A] [main] INFO o.s.d.r.c.RepositoryConfigurationDelegate -Finished Spring Data repository scanning in 137 ms. Found 1 JPA repository interfaces.
2023-09-01 :00:20. [TID:N/A] [main] INFO o.s.d.r.c.RepositoryConfigurationDelegate -Bootstrapping Spring Data JPA repositories in DEFAULT mode.
2023-09-01 :80:19. [TID:246c9655-dc71-4a31-ad47-2d2cbf6f8d5a] [XNIO-1 task-2] INFO o.a.s.s.s.s.c.SongController -Listing all songs
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What Should We Expect in 2024?
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I BanyanDB Available For Scale Testing 2223

SUMMIT

 Releases

* 0.4 Standalone Mode First Time Avallable

* 0.5 Cluster Mode First Time Avallable

 Plans

* 0.6 First Completed Feature Version

Ba nya n DB * 0.7 -0.9 Bug Fix, Stability and Performance
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