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KubeSphere Monitoring

kube-state-metrics

node-exporter

kube-apiserver

kube-controller-
manager

kubelet

il

scape targets
A

| ks-console ]17‘%%%&%%—

A

ks-apiserver

query metrics

scrape | Prometheus server W‘

user

metrics

(retrieval, tsdb, PromQL) J‘

[

auto reload configuration files

|

1
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ConfigMap
’ ConfigMaps
(scrape_configs, efc.)
(PrometheusRules)
reconcile reconcile reconcile
prometheus-operator
T I I
watch watch watch
Prometheus ServiceMonitors PrometheusRules

select targets by Endpoints

_

(recordingrules)

parts of prometheus-operator

query metrics

;i Bl ER ST BERANE

push notifications by emails, SMS... user
—1 A= EBINIY
notification- MEMNE EEAINIEE
manager > N
T REANE
push alerts |
’ [ ks-console
alertmanager
T ks-apiserver
push alerts
query rules-status
[ thanos ruler
l v L 4 v
N
GlobalRuleGroups
S eaiiaa RuleGroups ClusterRuleGroups (only for builtins)
configuration files T T T
watch watch watch
ConfigMaps
(PrometheusRules)
[ ks-controller-manager
reconcile reconcile
]
[ prometheus-operator ]
I
W reconcile :
watch i reconcile reconcile
4
ThanosRuler PrometheusRules P ) )
(alertingrules)

parts of prometheus-operator
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Fluent Operator : Build Cloud Native Log Processing Pipeline

FluentBit: Log Collection Fluentd : Log Aggregation & Forwarding Sinks
mount l Forward
P ————— FluentBit ES
FluentBit CRDs B — &
i mount . I Forward . — .
FluentBit Y FluentBit -
Kafka
‘“.‘ i
ClusterFluentBitConfig mount A Forward T ' g
— FluentBit S
- mount secret Loki
Clusterlnput L S e
secret ————
ClusterFilter S3
Log Producers —_—
e O
@ Apps ——
ClusterOutput
Fluentd CRDs
Forward
¥ Fluend Fluentd | FluentdConfig | ClusterFluentdConfig | e
ClusterParser —_—
Syslog ] )
Syslog Filter | ClusterFilter Output I ClusterOutput
Send

https://github.com/fluent/fluent-operator/
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[ ks-console ]d-ﬁ.%léiéé{ ZFgTE—

user

Y

ks-apiserver
\ | J push notifications by emails, SMS...
query Events

\ v \ ( = =
! [ . ! notification-
i fluentd | | katka | es/opensearch
' b ' § ) manager
S wa i e v events-exporter events-ruler
' A A
push aleris
pushiEvents
N . reconcile reconcile
[ fluentbit ] + alertmanager
fetch Events on stdout Pir Sl [ events_operator ]
[events-exporter]fpusn Events%[ events-ruler ]
waich watch
watch Events load Rules l l
Exporter Ruler
Events Rules

https://github.com/kubesphere/kube-events
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apiVersion: events.kubesphere.io/v1alphal
kind: Rule
metadata:
name: demo
namespace: demo
labels:
kubesphere.io/rule-scope: cluster
spec:
rules:
- name: PodNetworkNotReady
condition: |
type="Warning" and involvedObject.kind="Pod" and
reason="NetworkNotReady"
labels:
severity: warning
annotations:
message: '%message’
summary: Pod network is not ready
summaryCn: Podf%& 7 &
enable: true
type: alert
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Audit Event Rules

Audit Events
(kube-apiserver)

‘ Auditing webhook ES/OpenSearch/F

luned/Kafka...

Audit Events
(ks-apiserver)
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apiVersion: auditing.kubesphere.io/vlalphal
kind: Rule
metadata:
generation: 1
labels:
type: archiving
name: archiving-rule
namespace: kubesphere-logging-system
spec:
rules:
- desc: all action not need to be audit
list:
- get
- list
- watch
name: ignore-action
type: list
- condition: Verb not in ${ignore-action}
desc: All audit event except get, list, watch event
enable: true
name: archiving
priority: DEBUG
type: rule
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https://github.com/kubesphere/notification-manager




Notification: Notification

apiVersion: notification.kubesphere.io/v2beta2
kind: Config
metadata:
name: default-config
labels:
type: default
spec:
email:
hello: "hello"
authIdentify: nil
authPassword:
valueFrom:
secretKeyRef:
key: password
name: default-config-secret
namespace: kubesphere-monitoring-system
authUsername: test
from: test@kubesphere.io
requireTLS: true
smartHost:
host: imap.kubesphere.io
port: 25
tls: {}
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apiVersion: notification.kubesphere.io/v2beta2
kind: Receiver
metadata:
name: global-receiver
labels:
type: tenant
user: test
spec:
email:
alertSelector:
matchExpressions:
- key: namespace
operator: DoesNotExist
emailConfigSelector:
matchLabels:
type: tenant
user: test
enabled: true
template: nm.default.html
subjectTemplate: nm.default.subject
tmplType: html
tmplText:
name: notification-manager-template
namespace: kubesphere-monitoring-system
to:
- test@kubesphere. io
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alerimanager

auditing

K8s event

https://github.com/kubesphere/notification-manager
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Remote Endpoints and Storage

The remote write and remote read features of Prometheus allow transparently sending and receiving samples.
This is primarily intended for long term storage. It is recommended that you perform careful evaluation of any
solution in this space to confirm it can handle your data volumes.

¢ AppOptics: write

e AWS Timestream: read and write

e Azure Data Explorer: read and write
e Azure Event Hubs: write

e Chronix: write

e Cortex: read and write

e CrateDB: read and write

e Elasticsearch: write

- Cougle BisOuery: read and wrie Prometheus 2017 £/ AT remote read/write

e Google Cloud Spanner: read and write
e Grafana Mimir: read and write

e Graphite: write >, »
¢ InfluxDB: read and write API , };& T PrometheUS }:I: IX@'J%}T E"J@){—f’;
¢ |nstana: write

¢ |[RONdb: read and write

o Kafka: write

e M3DB: read and write

e New Relic: write

¢ OpenTSDB: write

e PostgreSQL/TimescaleDB: read and write

e QuasarDB: read and write

e SignalFx: write

¢ Splunk: read and write

¢ Sysdig Monitor: write

e TiKV: read and write

e Thanos: read and write

¢ VictoriaMetrics: write

e Wavefront: write
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M3 VictoriaMetrics Thanos Cortex Mimir
Author Uber VictoriaMetrics Improbable & Redhat Grafana Grafana
License Apache-2.0 Apache-2.0 Apache 2.0 Apache 2.0 AGPL-3.0
AR Open Source Open Core Commertial CNCF incubation CNCF incubation Open Core Commertial
Stars 4.2k 6.8k 10.7k 4.8k 2.2k
Forks 405 648 1.6k 693 146
ZRomAER No No @3 Thanos Sidecar % §5 No No
Z 5 Agent ? vmagent Prometheus Agent Grafana/Prometheus Agent  Grafana/Prometheus Agent
HEEEBE N/A Very Popular Very Popular Popular New Player
HIBFEN M3 Coordinator  vminsert Thanos Receive Router/Ingester  Distributor/Ingester Distributor/Ingester
HIEFH AL 1351 1358 X RTFAE W RIFHE X RIFE
HIEEH M3 Queries vmselect Thanos Querier/Query Frontend Querier/Query Frontend Querier/Query-Scheduler/Query-Frontend
ANtHSER N/A vmalert Thanos Ruler Ruler Ruler
FREES5EEHE M3 Aggregator [ REFRHUIERIHAE Thanos Compactor Compactor Compactor
BN B Good Very Good Very Good Very Good Very Good
FhEeTy B Good Good Very Good Very Good Very Good
BIBE WY B Good Very Good Very Good Very Good Perfect
AMNTHEATY B Poor Good Good Good Very Good
fEREERTY B Poor [ R R RIHEE Good Good Very Good
ZHEFPS5HPRIZH Poor Very Good Good Good Very Good
BASERZHY  Good Very Good Poor Poor Very Good
X4 Poor Very Good Good Good Very Good
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O bR AL B RE 200 2 BT VictoriaMetrics 2 5 4 2E#E
O B AL B XTS5 22 B Thanos B2k, Grafana Mimir 5475
0 Thanos/Cortex/Mimir ] AANE X RAFGE, AR AL
0 Grafana fork 7 Cortex A1 T Mimir {5 License &y AGPL-3.0, Cortex RNEIX4kEER A, J54E Grafana Kot X ARE BT RiGE
0 Thanos/Cortex/Mimir HARSYE, Z240L, =40 H BAIEH LK+ F Prometheus Maintainer 25
v Cortex/Mimir f§% 7 Thanos HRRAFH VT H] SKfp Atk
v Thanos &% T Cortex ] QueryFrontend
v Mimir /£ Grafana Cloud BHJEmMA, JT Thanos F1 Cortex FIZEMM T 8 2 Hiib
O SR EIF AT UER 35 ] AR A Mimir , E3CE SEAAVF AIIERYTE T 42 CNCF B#LI7 H 1) Thanos & B 4154
QA X RAEEHEEGH VictoriaMetrics (7 L8 BB REIFFIR), A X547/ & Thanos 5 Mimir
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v MREZHEESEKET EBYE : Ingester, Compactor, Store, Ruler

v Ruler JYETFRIG metrics BFEEFTTHE recording rule % alert rule B9 FE144%55

v TXER/DE1ERY Operator LA CRDs BYGIVEEZAH G
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2022-04-19 11:16:47 Pod container waiting longer than 1 hour

2022-04-19 1115112 —RRERW Cluster has overcommitted CPU resource requests.

2022-04-19 11:0211 Pod container waiting longer than 1 hour

2022-04-1910:56:23 —M&EMW Cluster has overcommitted memory resource requests.

2022-04-19 10:15:22 Deployment has not matched the expected number of replicas.
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Performance ¢ Features &

The following performance tests demonstrate baseline performance between common protocols with the

exception of the Regex Parsing test. Vector is an end-to-end, unified, open data platform.

Test  Vector Filebeat  FluentBit  FluentD  Logstash  SplunkUF  SplunkHF : Splunk Splunk
Vector Beats Fluentbit Fluentd Logstash UF HEF Telegraf
TCP to : ; " :
Blackhole 86mib/s nfa 64.4mib/s  27.7mib/s  40.6mib/s n/a nfa
End-to-end v v
Fileto TCP =~ 76.7mib/s = 7.8mib/s 35mib/s 26.1mib/s 3.1mib/s 40.1mib/s 39mib/s
Regex Parsing  13.2mib/s na  20.5mib/s 26mibjs  4.6mibfs n/a 7.8mib]s Agent v ¥ 4 v v
TCPto HTTP = 26.7mib/s nfa 19.6mib/s <1Imib/s 2.7mib/s n/a n/a Aggregator v v v v v
TCPto TCP = 69.9mib/s 5mib/s 67.1mib/s 3.9mib/s 10mib/s 70.4mib/s 7.6mib/s Unified v Y/
To learn more about our performance tests, please see the Vector test harness. Logs v v v v v v 5 4 v
Correctness @ Metrics v A A A A TAY A v
The following correctness tests are not exhaustive, but they demonstrate fundamental differences in quality and Traces P23
attention to detail:
Open v v v v
Test Vector Filebeat FluentBit FluentD Logstash Splunk Splunk
UF HF Open-source v v v v v v
Disk Buff
SIS Bamer v v o v v Vendor-neutral v v v v
Persistence
File Rotate (create) v v v v v v v Reliability v
DHEhatue | 4 v v Memory-safe v v
(copytruncate)
File Truncation v v v v v v v Delivery 7 7 v
guarantees
Process (SIGHUP) v A v v
JSON fwrscond v o 7 v o v v, Multi-core v v v v v v v v

To learn more about our correctness tests, please see the Vector test harness. A = Not interoperable, metrics are represented as structured logs
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